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TECHNOLOGY ISSUE POLICY RECOMMENDATIONS:
HEALTH AND SAFETY ISSUES AND

FILTERING THE INTERNET
PURPOSE

N. E. District Schools provide students, faculty, and staff with a wide range of computers, computer workstations, and peripherals, as well as access to computer networks, data communications, and the Internet. Access to technological equipment and information is essential in advancing the mission of the school district. The purpose of the Technology Issue Policy – Health and Safety Issues & Filtering the Internet is to protect students, faculty, and staff from injury in three primary categories when using the technological equipment or accessing information:

· Physical

· Vision
· Internet use
This portion of the Technology Issue Policy provides a code of conduct that reflects the mission of the school district, protects users from harm, and helps preserve technological resources for future students, faculty, and staff.  We respectfully remind everyone in N. E. District Schools that use of its computer resources is a privilege, not a right.
SCOPE OF POLICY

The policy applies to all technological resources, including but not limited to computers, software, hardware, video equipment, printers, other peripherals, networks, data communications, and the Internet. By accepting your account password and related information, and accessing N. E. District Schools’ network and the Internet, you agree to adhere to this policy.

For the safety of yourself and others, the activities cited below violate N. E. District Schools’ computer network and Internet use policy:

· Use, transmittal, receipt, or seeking of inappropriate, abusive, belligerent, defamatory, harassing, obscene, offensive, suggestive, vulgar, or misleading language or materials.

· Revealing personal information about someone else or yourself, such as contact information or social security number.

· Making inappropriate comments or jokes about ethnicity, sexuality, or gender.

All users of technological equipment, information, and resources must abide by rules and regulations contained on NEDS’ policies and procedures handbook, NEDS’ code of conduct handbook, laws of the State of Michigan, and laws of the United States of America. State and federal laws apply to your expressed use of computer equipment, resources, networks, and the Internet.

CODE OF CONDUCT

Three key areas will be covered in the code of conduct as they relate to the safety of individuals using NEDS’ technological equipment, resources, networks, or the Internet:
· Physical

· Vision
· Internet use
PHYSICAL SAFETY

As we find ourselves sitting in front of computers more often and for longer periods of time, it is important to know how to protect our physical selves from harm. Growing concerns are repetitive strain injury (RSI) and carpal tunnel syndrome, both of which are painful and disabling. Learning basic safety skills and being knowledgeable about ergonomics will help all users, children and adults alike, reduce risk factors. (Linden, 1998.) 
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All components of the computer workstation should be set up properly and work in concert with the user: monitor/screen, keyboard, mouse, chair, footrest, and document holder. (CU Ergo, 2002.)
The monitor should be placed directly in front of you, which places your body in a neutral position. While seated in the chair, if you place your arm directly in front of you and parallel to the ground, your hand should point to the center of the monitor and your head and eyes should tilt downward slightly toward the screen. This positions you at a safe distance from the computer, which helps prevent eyestrain and prevents you from leaning forward. Blink frequently and look away from the monitor periodically to keep your eyes moist and prevent eyes from fatigue. Every 20 minutes or so, stare at something about 20 feet away for 20 seconds (the 20-20-20 rule) to also prevent eyestrain and eye fatigue. 
When seated in the chair, your upper legs should angle slightly downward toward the floor, and your lower legs should be at a slight angle in front of and away from you. The keyboard, which should be placed on an articulating keyboard pad, should rest over your knees, but not on them. Your arms and hands should rest comfortably in front of you on the keyboard. Seated in this position promotes good posture, avoids undue pressure on the back of the thighs, and promotes circulation. If you prefer to lean back slightly, place a footrest under your feet. For some users, this posture increases comfort, relaxes back muscles, and minimizes pressure on the spine, neck muscles, and vertebrae. Keep a natural curve in your spine while seated, which helps maintain good posture. If necessary, add a cushion or a pad to the back of the chair to obtain the natural curvature of the spine.
Rest your feet firmly on the floor or the footrest, which helps reduce tension in the knee and ankle joints, as well as helps increase circulation. Do not tuck your feet under your chair.

It is vitally important to stand up every 20 minutes or so, stretch, and move around to increase circulation throughout the body and decrease pressure on the spine and joints. Consider taking a walk around the room or down the hall and back, if possible.
When typing, make sure you center the space bar of the keyboard directly in front of you. Doing so will help place your body in a neutral position. When using a mouse, place it to the left side or right side of the keyboard, whichever is more comfortable. Keep your elbow close to your body when using the mouse. Relax your arm. Doing so prevents overreaching or twisting of the shoulder, arm, and wrist. Pivot from the elbow, not the wrist. Keep the wrist straight at all times, which helps to prevent tendon damage. Take care not to overuse the scroll wheel on the mouse. Overuse of the thumb can lead to DeQuervain’s disease, which is an inflammation or a tendinosis of the tunnel that surrounds the tendons controlling the movement of the thumb.
When keying from documents, use a document holder. Place the holder to the left or right of the monitor, but as close to the screen of the monitor as possible to prevent neck and eyestrain.

VISION SAFETY
Caring for the eyes and maintaining good eyesight is vitally important. Eye and vision-related problems can occur due to prolonged computer use. Many people, including children, who work or play at computers for long periods of time may experience eye discomfort and vision problems. Known as Computer Vision Syndrome (CVS), common symptoms include headaches, blurred vision, and shoulder pain. People with vision problems such as farsighted-ness, astigmatism, eye focusing or coordination problems, and age-related eye issues can also contribute to CVS. 
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Minimizing or avoiding vision problems and discomfort is possible with several ergonomic solutions. Practice the 20/20/20 rule. Every 20 minutes, look away from the computer about 20 feet away and focus on something for 20 seconds. Relax your shoulders. Keep  your arms at your sides.

Check the height of the computer compared to your vision. Ideally the center of the computer screen should be 20 to 28 inches from the eyes and angled about 4 inches below the eyes.

Avoid glare on the computer screen by angling the screen away from ceiling lights and windows opposite the computer. Rather than using bright overhead lights, use a dimmer switch or reduce lighting to match the lighting of the computer screen.

Since dry eyes tend to be a problem, remember to blink often, which moistens the front surface of the eye. Visit an eye doctor regularly and discuss any concerns you might have.
N. E. District Schools recommends several practical steps to prevent eyestrain and long-term eye problems: 

1. Take vision breaks every 20 minutes; focus on an object 20 feet away for 20 seconds to prevent eyestrain.

2. Perform blinking exercises often to keep the eyes well lubricated and avoid dry eyes.

3. Clean the computer screen to prevent dust and dirt from obscuring vision.

4. Select text and background colors on the computer screen that are suited to your personal preferences.

5. Keep eyeglasses clean so you can see clearly.

6. Position the monitor at or just below eye level to help keep eyes lubricated and avoid neck and shoulder strain.

7. Reduce glare by keeping lighting in the area at about the same intensity as the computer screen.

8. Maintain proper nutrition levels and get plenty of vitamin A and beta carotene, which are excellent for the eyes.

INTERNET-USE SAFETY

The Internet is being increasingly used by students, faculty, and staff; however, some materials on the Internet are not suitable for children. Even with innocent intentions, children can inadvertently find themselves looking at potentially harmful content. N. E. District Schools accepts that we have a legal and moral responsibility to protect all of our students, and we also are responsible for providing students with the best learning experiences possible. Use of the Internet can be used to enhance our students’ learning experiences. But to protect the students, NEDS and the Board of Education have agreed we must manage access by administering an Internet content management process. 

Internet use for students is restricted to guidelines provided by the faculty and staff. Access of inappropriate content on the Internet by students, faculty, or staff is strictly forbidden. Any individual who intentionally misuses the Internet will be subject to disciplinary action, included written warnings and revocation of access privileges. The N. E. District Schools reserves the right to report to the appropriate authorities any illegal activities. (Marcroft, 1998.) 
N. E. District Schools has purchased and installed Internet filtering software to provide effective protection from inappropriate materials for students working on the Internet. The software program selected allows NEDS to provide filtering for a variety of users and situations, thus allowing older students access to subject matter not suitable for younger students, while allowing faculty and staff access to sites and information that meets their needs. NEDS and the Board of Education have agreed to enable complete blocking of all chat groups on the Internet, primarily because adolescents tend to be targeted in chat groups, making them vulnerable. (Marcroft, 1998.)

The software incorporates blocked site lists, pattern matching that reads word and character patterns to block access to certain sites, and text- or image-scanning capabilities that search Web pages for objectionable content. Success rates of Internet filtering software that shields students from objectionable material is as high as 95% for some software, such as SurfWatch’s Educational Edition. (Marcroft, 1998.) 
Finally, the Internet filtering software can be used with both networks and individual PCs. We can customize filter settings based on time, day, and pre-determined user groups. Centralized control is a benefit that serves us all.
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